PRIVACY  AND  BEHAVIORAL  RESEARCH 


EXECUTIVE  OFFICE  OF  THE  PRESIDENT 

H 

g2  OFFICE  OF  SCIENCE  AND  TECHNOLOGY 

•U64  February  1967 

1967 


17 


For  sale  by  the  Superintendent  of  Documents,  U.S.  Government  Printing  Office 
Washington,  D,C.  20402  -  Price  15  cents 


Executive  Office  of  the  President, 

Office  of  Science  and  Technology, 

Washington,  D.C.  20506. 

This  report  on  "Privacy  and  Behavioral  Research"  was  prepared  for  the 
Office  of  Science  and  Technology  by  a  distinguished  panel.  Because  of  its 
significance  for  the  conduct  of  social  science  research,  as  well  as  the  general 
public  interest  in  problems  of  privacy,  it  is  being  released  for  publication. 


Donald  F.  Hornig, 

Director. 


iii 


TABLE  OF  CONTENTS 


Page 


1.  Introduction   1 

2.  Summary  and  Recommendations   2 

2.1  Conclusions   6 

2.2  Recommendations   7 

3.  The  Nature  of  Privacy   8 

4.  Behavioral  Research   9 

5.  The  Conflict  of  Values   14 

6.  Principles  and  Desirable  Procedures   18 

6.1  The  Individual  Scientist   23 

6.2  The  Scientist's  Home  Institution   23 

6.3  Federal  Research  Grant  and  Contract  Procedures   26 

6.4  Responsibilities  of  Scientific  Societies  and  Associations .  .  28 

6.5  The  Role  of  Scientific  Journals   29 


V 


1.  INTRODUCTION 


Recent  years  have  seen  growing  threats  to  the  privacy  of  individuals. 
Wiretapping,  electronic  eavesdropping,  the  use  of  personality  tests  in  em- 
ployment, the  use  of  the  lie  detector  in  security  or  criminal  investigations, 
and  the  detailed  scrutiny  of  the  private  lives  of  people  receiving  public 
welfare  funds  all  involve  invasions  of  privacy.  While  often  the  purpose  is 
clear,  the  impact  on  the  persons  involved  may  be  damaging.  Our  society 
has  become  more  and  more  sensitive  to  the  need  to  avoid  such  damage. 

This  concern  has  led  to  extensive  discussion  about  the  propriety  of  cer- 
tain procedures  in  behavioral  research  by  the  Congress,  by  officials  in 
the  various  agencies  of  the  Government,  by  university  officials,  by  the  scien- 
tific community  generally,  and  by  leaders  in  professional  societies  in  the  be- 
havioral sciences.  The  Panel  has  examined  these  issues  and  in  this  report 
proposes  guidelines  for  those  who  are  engaged  in  behavioral  research  or 
associated  with  its  support  and  management. 

The  Panel  has  restricted  its  attention  to  issues  of  privacy  arising  in  con- 
nection with  those  programs  of  data  collection  and  study  which  are  in- 
timately associated  with  behavioral  research.  For  example,  it  has  not 
reviewed  a  number  of  the  programs  for  data  collection  which  are  sponsored 
by  the  Federal  Government  such  as  the  various  censuses,  health  and  welfare 
statistics,  and  financial  information  secured  from  business  and  industry. 
These  programs  may  also  encroach  upon  the  privacy  of  individuals  either 
through  the  burden  of  disclosure  which  they  impose  on  respondents  or 
through  their  availability  for  unintended  purposes. 

It  is  our  opinion  that  the  principles  described  in  this  report  for  protection 
of  privacy  in  behavioral  research  should  apply  equally  to  such  inquiries. 
When  response  is  mandatory,  as  in  the  case  of  information  that  must  be 
furnished  to  the  Government,  there  is  an  even  greater  burden  on  the  spon- 
soring agency  to  protect  the  individual  against  disclosure  unless  disclosure 
is  specifically  sanctioned  by  statute. 

The  Panel,  moreover,  has  not  reviewed  in  detail  the  wide  variety  of 
mechanical  or  electronic  devices  which  make  it  possible  to  intrude  into 
private  lives.  We  have  become  acquainted  with  a  few  of  the  problems  in 
that  field,  however,  and  are  dismayed  to  observe  the  disregard  for  human 
values  indicated  by  the  advocacy  or  actual  practice  of  eavesdropping,  the 
use  of  lie  detection  devices  without  clear  justification,  and  the  frequent  will- 
ingness to  institute  surveillance  procedures  to  handle  the  problems  of  a  small 
proportion  of  our  population  at  the  risk  of  eroding  the  rights  and  the  quality 
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of  life  for  the  very  large  majority.  We  have  not  reviewed  in  detail  the 
propriety  of  procedures  involved  in  employment  or  social  welfare  activities. 
Enough  examples  have  been  brought  to  our  attention,  however,  to  make  us 
feel  that  the  examination  of  procedures  in  these  spheres  is  needed  also. 

The  attitudes  of  various  segments  of  our  society  about  proper  procedures 
for  the  protection  of  privacy  and  the  right  to  self-determination  have  been 
explored  by  the  Panel.  It  has  reviewed  relevant  research  in  the  behavioral 
sciences  and  the  administrative  practices  of  universities  and  Government 
agencies.  The  Panel  has  also  consulted  with  the  scientific  community 
through  various  professional  societies  and  associations. 

2.  SUMMARY  AND  RECOMMENDATIONS 

The  right  to  privacy  is  the  right  of  the  individual  to  decide  for  himself 
how  much  he  will  share  with  others  his  thoughts,  his  feelings,  and  the  facts 
of  his  personal  life.  It  is  a  right  that  is  essential  to  insure  dignity  and  free- 
dom of  self-determination.  In  recent  years,  there  has  been  a  severe  erosion 
of  this  right  by  the  widespread  and  often  callous  use  of  various  devices 
for  eavesdropping,  lie  detection  and  secret  observation  in  politics,  in  busi- 
ness, and  in  law  enforcement.  Indeed,  modern  electronic  instruments  for 
wiretapping  and  bugging  have  opened  any  human  activity  to  the  threat  of 
illicit  invasion  of  privacy.  This  unwholesome  state  of  affairs  has  led  to  wide 
public  concern  over  the  methods  of  inquiry  used  by  agencies  of  public 
employment,  social  welfare,  and  law  enforcement. 

Behavioral  research,  devoted  as  it  is  to  the  discovery  of  facts  and  prin- 
ciples underlying  human  activity  of  all  types,  comes  naturally  under  scrutiny 
in  any  examination  of  possible  threats  to  privacy.  All  of  the  social  sciences, 
including  economics,  political  science,  anthropology,  sociology,  and  psychol- 
ogy, take  as  a  major  object  of  study  the  behavior  of  individuals,  communities, 
or  other  groups.  In  one  context  or  another,  investigators  in  all  of  these 
disciplines  frequently  need  to  seek  information  that  is  private  to  the  men, 
women,  and  children  who  are  the  subjects  of  their  study.  In  the  vast 
majority  of  instances  this  information  is  freely  given  by  those  who  consent 
to  cooperate  in  the  scientific  process.  But  the  very  nature  of  behavioral 
research  is  such  that  there  is  a  risk  of  invasion  of  privacy  if  unusual  care 
is  not  taken  to  secure  the  consent  of  research  subjects,  or  if  the  data  obtained 
are  not  given  full  confidentiality. 

While  the  privacy  problem  in  scientific  research  is  small  in  comparison 
to  that  which  exists  in  employment  interviewing,  social  welfare  screening, 
and  law  enforcement  investigations,  the  opportunity  for  improper  invasion 
is  not  negligible.  About  35,000  behavioral  scientists  are  engaged  in  research 
in  the  United  States,  2,100  new  Ph.D's  are  graduated  each  year,  and  the 
total  number  of  students  enrolled  for  advanced  degrees  in  the  behavioral 
sciences  exceeds  40,000  at  the  present  time. 

It  is  probable  that  relatively  few  of  the  studies  undertaken  by  these 
scientists  raise  serious  questions  of  propriety  in  relation  to  privacy  and 
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human  dignity.  From  a  survey  of  articles  published  in  professional  journals 
and  of  research  grant  applications  submitted  to  Government  agencies,  we 
have  concluded  that  most  scientists  who  conduct  research  in  privacy-sensitive 
areas  are  aware  of  the  ethical  implications  of  their  experimental  designs  and 
make  arrangements  to  secure  the  consent  of  subjects  and  to  protect  the  con- 
fidentiality of  the  data  obtained  from  them. 

It  cannot  be  denied,  however,  that  in  a  limited  number  of  instances, 
behavioral  scientists  have  not  followed  appropriate  ])rocedures  to  protect 
the  rights  of  their  subjects  and  in  other  cases  the  importance  of  privacy- 
invading  considerations  has  not  been  as  sophisticated  or  as  affirmatively 
implemented  as  good  practice  demands.  Because  of  this  failure  there  has 
been  pressure  from  some  quarters,  both  within  the  Government  and  outside 
of  it,  to  place  arbitrary  limits  on  the  research  methods  which  may  be  used. 
Behavioral  scientists  as  a  group  do  not  question  the  importance  of  the  right 
to  privacy  but  are  understandably  concerned  when  suggestions  are  made  that 
the  detailed  processes  of  science  should  be  subjected  to  control  by  legislation 
or  arbitrary  administrative  ruling.  All  scientists  are  opposed  to  restrictions 
which  may  curtail  important  research.  At  the  same  time  they  have  an  obli- 
gation to  insure  that  all  steps  are  taken  to  assure  respect  for  the  privacy  and 
dignity  of  their  subjects. 

It  is  clear  that  there  exists  an  important  conflict  between  two  values,  both 
of  which  are  strongly  held  in  American  society. 

The  individual  has  an  inalienable  right  to  dignity,  self-respect,  and  free- 
dom to  determine  his  own  thoughts  and  actions  within  the  broad  limits  set 
by  the  requirements  of  society.  The  essential  element  in  privacy  and  self- 
determination  is  the  privilege  of  making  one's  own  decision  as  to  the  extent 
to  which  one  will  reveal  thoughts,  feelings,  and  actions.  When  a  person 
consents  freely  and  fully  to  share  himself  with  others — ^with  a  scientist,  an 
employer,  or  credit  investigator — there  is  no  invasion  of  privacy,  regardless 
of  the  quality  or  nature  of  the  information  revealed. 

Behavioral  science  is  representative  of  another  value  vigorously  cham- 
pioned by  most  American  citizens,  the  right  to  know  anything  that  may  be 
known  or  discovered  about  any  part  of  the  universe.  Man  is  part  of  this 
universe,  and  the  extent  of  the  Federal  Government's  financial  support  of 
human  behavioral  research  (on  the  order  of  $300  million  in  1966)  testifies 
to  the  importance  placed  on  the  study  of  human  behavior  by  the  American 
people.  In  the  past,  there  have  been  conflicts  between  theological  beliefs 
and  the  theoretical  analyses  of  the  physical  sciences.  These  conflicts  have 
largely  subsided,  but  the  behavioral  sciences  seem  to  have  inherited  the  con- 
flict that  arises  when  strongly  held  beliefs  or  moral  attitudes — whether  theo- 
logically, economically,  or  politically  based — are  subjected  to  the  free-rang- 
ing process  of  scientific  inquiry.  If  society  is  to  exercise  its  right  to  know,  it 
must  free  its  behavioral  scientists  as  much  as  possible  from  unnecessary  re- 
straints.   Yet  behavioral  scientists,  in  turn,  must  accept  the  constructive 
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restraints  that  society  imposes  in  order  to  establish  that  level  of  dignity,  free- 
dom, and  personal  fulfillment  that  men  treasure  virtually  above  all  else  in  life. 

The  root  of  the  conflict  between  the  individual's  right  to  privacy  and 
society's  right  of  discovery  is  the  research  process.  Behavioral  science  seeks 
to  assess  and  to  measure  many  qualities  of  man's  mind,  feelings,  and  actions. 
In  the  absence  of  informed  consent  on  the  part  of  the  subject,  these  meas- 
urements represent  invasion  of  privacy.  The  scientist  must  therefore  obtain 
the  consent  of  his  subject. 

To  obtain  truly  informed  consent  is  often  difficult.  In  the  first  place, 
the  nature  of  the  inquiry  sometimes  cannot  be  explained  adequately  because 
it  involves  complex  variables  that  the  nonscientist  does  not  understand. 
Examples  are  the  personality  variables  measured  by  questionnaires,  and  the 
qualities  of  cognitive  processes  measured  by  creativity  tests.  Secondly,  the 
validity  of  an  experiment  is  sometimes  destroyed  if  the  subject  knows  all  the 
details  of  its  conduct.  Examples  include  drug  testing,  in  which  the  effect 
of  suggestion  (placebo  effect)  must  be  avoided,  and  studies  of  persuasability, 
in  which  the  subjects  remain  ignorant  of  the  influences  that  are  being  pre- 
sented experimentally.  Clearly,  then,  if  behavioral  research  is  to  be  effec- 
tive, some  modification  of  the  traditional  concept  of  informed  consent  is 
needed. 

Such  a  change  in  no  sense  voids  the  general  proposition  that  the  perform- 
ance of  human  behavioral  research  is  the  product  of  a  partnership  between 
the  scientist  and  his  subjects.  Consent  to  participate  in  a  study  must  be 
the  norm  before  any  subject  embarks  on  the  enterprise.  Since  consent  must 
sometimes  be  given  despite  an  admittedly  inadequate  understanding  of  the 
scientific  purposes  of  the  research  procedures,  the  right  to  discontinue  par- 
ticipation at  any  point  must  be  stipulated  in  clear  terms.  In  the  meantime, 
when  full  information  is  not  available  to  him  and  when  no  alternative  pro- 
cedures to  minimize  the  privacy  problem  are  available,  the  relationship 
between  the  subject  and  the  scientist  (as  well  as  with  the  institution  sponsor- 
ing the  scientist)  must  be  based  upon  trust.  This  places  the  scientist  and  the 
sponsoring  institution  under  a  fiduciary  obligation  to  protect  the  privacy 
and  dignity  of  the  subject  who  entrusts  himself  to  them.  The  scientist  must 
agree  to  treat  the  subject  fairly  and  with  dignity,  to  cause  him  no  inconven- 
ience or  discomfort  unless  the  extent  of  the  inconvenience  and  discomfort  has 
been  accepted  by  the  subject  in  advance,  to  inform  the  subject  as  fully  as 
possible  of  the  purposes  of  the  inquiry  or  experiment  and  to  put  into  effect 
all  procedures  which  will  assure  the  confidentiality  of  whatever  information  is 
obtained. 

Occasionally,  even  this  degree  of  consent  cannot  be  obtained.  Natural- 
istic observations  of  group  behavior  must  sometimes  be  made  unbeknownst 
to  the  subjects.  In  such  cases,  as  well  as  in  all  others,  the  scientist  has  the 
obligation  to  insure  full  confidentiality  of  the  research  records.  Only  by 
doing  so,  and  by  making  certain  that  published  reports  contain  no  identifying 
reference  to  a  given  subject,  can  the  invasion  of  privacy  be  minimized. 
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Basically  then,  the  protection  of  privacy  in  research  is  assured  first  by 
securing  the  informed  consent  of  the  subject.  When  the  subject  cannot  be 
completely  informed,  the  consent  must  be  based  on  trust  in  the  scientist  and 
in  the  institution  sponsoring  him.  In  any  case  the  scientist  and  his  sponsor- 
ing institution  must  insure  privacy  by  the  maintenance  of  confidentiality. 

In  the  end,  the  fact  must  be  accepted  that  human  behavioral  research  will 
at  times  produce  discomfort  to  some  subjects,  and  will  entail  a  partial  inva- 
sion of  their  privacy.  Neither  the  principle  of  privacy  nor  the  need  to 
discover  new  knowledge  can  supervene  universally.  As  with  other  con- 
flicting values  in  our  society,  there  must  be  constant  adjustment  and  compro- 
mise, with  the  decision  as  to  which  value  is  to  govern  in  a  given  instance  to  be 
determined  by  a  weighing  of  the  costs  and  the  gains — the  cost  in  privacy,  the 
gain  in  knowledge.  The  decision  cannot  be  made  solely  by  the  investigator, 
who  normally  has  a  vested  interest  in  his  own  research  program,  but  must 
be  a  positive  concern  of  his  scientific  peers  and  the  institution  which  sponsors 
his  work.  Our  society  has  grown  strong  on  the  principle  of  minimizing  costs 
and  maximizing  gains  and,  when  warmly  held  values  are  in  conflict,  there 
must  be  a  thoughtful  evaluation  of  the  specific  case.  In  particular,  we  do 
not  believe  that  detailed  governmental  controls  of  research  methods  or  in- 
struments can  substitute  for  the  more  effective  procedures  which  are  available 
and  which  carry  less  risk  of  damage  to  the  scientific  enterprise. 

Greater  attention  must  be  given  to  the  ethical  aspects  of  human  research. 
The  increase  in  the  number  of  scientists  and  in  the  volume  of  research  in- 
creases the  possibility  that  carelessness  or  recklessness  will  lead  to  abuses  in 
the  hurried  search  for  useful  findings.  Furthermore,  if  standards  are  not 
carefully  maintained,  there  could  develop  an  atmosphere  of  disregard  for 
privacy  that  would  be  altogether  alien  to  the  spirit  of  American  society. 
These  increased  potentials  both  for  damage  and  for  fruitful  outcomes  from 
new  knowledge  are  in  no  small  part  consequences  of  increased  Federal  sup- 
port of  behavioral  science.  While  no  one  would  suggest  that  ethical  stand- 
ards should  be  different  for  scientists  supported  by  public  and  private  funds, 
the  Government  has  an  especially  strong  obligation  to  support  research  only 
under  conditions  that  give  fullest  protection  to  individual  human  dignity. 
Government  must  avow  and  maintain  the  highest  standards  for  the  guidance 
of  all. 

Three  parties — the  investigator,  his  institution,  and  the  sponsoring 
agency — have  responsibility  for  maintaining  proper  ethical  standards  with 
respect  to  Government-sponsored  research.  The  investigator  designs  the 
research  and  is  in  the  best  position  to  evaluate  the  propriety  of  his  pro- 
cedures. He  has,  therefore,  the  ultimate  responsibility  for  insuring  that  his 
research  is  both  effective  and  ethical.  The  formalization  of  our  ethics  con- 
cerning privacy  in  connection  with  research  is  too  recent,  and  perhaps  too 
incomplete,  to  permit  the  assumption  that  all  investigators  have  a  full  under- 
standing of  the  proper  methods  for  protecting  the  rights  of  subjects. 
Furthermore,  the  investigator  is  first  and  foremost  a  scientist  in  search  of  new 
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knowledge,  and  it  would  not  be  in  accord  with  our  understanding  of  human 
motivation  to  expect  him  always  to  be  as  vigilant  for  his  subject's  welfare  as 
for  the  productiveness  of  his  own  research. 

We  conclude,  therefore,  that  some  responsibility  also  must  be  borne  by 
the  institution  which  employs  the  investigator.  The  employing  institution 
is  often  a  university  or  a  Government  laboratory  which  has  available  other 
scientists  who  can  review  the  research  plan.  Such  persons,  drawn  in  part 
from  disciplines  other  than  the  behavioral  sciences,  can  present  views  that 
are  colored  neither  by  self-interest  nor  by  the  blindspots  that  may  characterize 
the  specific  discipline  of  the  investigator. 

Finally,  the  sponsoring  agency  is  obligated  to  make  certain  that  both  the 
investigator  and  his  institution  are  fully  aware  of  the  importance  of  the 
ethical  aspects  of  the  research  and  that  they  have  taken  the  necessary  steps 
to  discharge  their  responsibility  to  the  human  subjects  involved.  In  the 
majority  of  instances,  we  believe  that  it  is  neither  necessaiy  nor  desirable  for 
an  agency  to  exceed  this  level  of  responsibility. 

2.1  Conclusions 

From  our  examination  of  the  relation  of  behavioral  science  research  to 
the  right  of  privacy,  we  have  been  led  to  the  following  conclusions: 

1 .  While  most  current  practices  in  the  field  pose  no  significant  threat 
to  the  privacy  of  research  subjects,  a  sufficient  number  of  exceptions 
have  been  noted  to  warrant  a  sharp  increase  in  attention  to  procedures 
that  will  assure  protection  of  this  right.  The  increasing  scale  of  be- 
havioral research  itself  is  an  additional  reason  for  focusing  attention 
on  procedures. 

2.  Participation  by  subjects  must  be  voluntary  and  based  on  informed 
consent  to  the  extent  that  it  is  consistent  with  the  objectives  of  the  re- 
search. It  is  fully  consistent  with  the  protection  of  privacy  that,  in  the 
absence  of  full  information,  consent  be  based  on  trust  in  the  qualified 
investigator  and  the  integrity  of  his  institution. 

3.  The  scientist  has  an  obligation  to  insure  that  no  permanent  physi- 
cal or  psychological  harm  will  ensue  from  the  research  procedures, 
and  that  temporary  discomfort  or  loss  of  privacy  will  be  remedied  in  an 
appropriate  way  during  the  course  of  the  research  or  at  its  completion. 
To  merit  trust,  the  scientist  must  design  his  research  with  a  view  to 
protecting,  to  the  fullest  extent  possible,  the  privacy  of  the  subjects. 
If  intrusion  on  privacy  proves  essential  to  the  research,  he  should  not 
proceed  with  his  proposed  experiment  until  he  and  his  colleagues  have 
considered  all  the  relevant  facts  and  he  has  determined,  with  support 
from  them,  that  the  benefits  outweigh  the  costs. 

4.  The  scientist  has  the  same  responsibility  to  protect  the  privacy  of 
the  individual  in  published  reports  and  in  research  records  as  he  has  in 
the  conduct  of  the  research  itself. 
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5.  The  primary  responsibility  for  the  use  of  ethical  procedures  must 
rest  with  the  individual  investigator,  but  Government  agencies  that 
support  behavioral  research  should  satisfy  themselves  that  the  institu- 
tion which  employs  the  investigator  has  effectively  accepted  its  respon- 
sibility to  require  that  he  meet  ethical  standards. 

6.  Legislation  to  assure  appropriate  recognition  of  the  rights  of 
human  subjects  is  neither  necessary  nor  desirable  if  scientists  and  spon- 
soring institutions  fully  discharge  their  responsibilities  in  accommodat- 
ing to  the  claim  of  privacy.  Because  of  its  relative  inflexibility,  legisla- 
tion cannot  meet  the  challenge  of  the  subtle  and  sensitive  conflict  of 
values  under  consideration,  nor  can  it  aid  in  the  wise,  individualized 
decisionmaking  which  is  required  to  assure  optimum  protection  of  sub- 
jects together  with  the  fullest  effectiveness  of  research. 

2.2  Recommendations 

These  conclusions  lead  us  to  make  the  following  recommendations : 

1.  That  Government  agencies  supporting  research  in  their  own 
laboratories  or  in  outside  institutions  require  those  institutions  to  agree 
to  accept  responsibility  for  the  ethical  propriety  of  human  research  per- 
formed with  the  aid  of  Government  funds. 

2.  That  the  methods  used  for  institutional  review  be  determined  by 
the  institutions  themselves.  The  greatest  possible  flexibility  of  methods 
should  be  encouraged  in  order  to  build  effective  support  for  the  prin- 
ciple of  institutional  responsibility  within  universities  or  other  organiza- 
tions. Institutions  differ  in  their  internal  structures  and  operating 
procedures,  and  no  single,  rigid  formula  will  work  for  all. 

3.  That  investigators  and  institutions  be  notified  of  the  importance 
of  consent  and  confidentiality  as  ethical  requirements  in  research  design, 
and  that  when  either  requirement  cannot  be  met,  the  reasons  must  be 
explained  in  the  application  for  funds. 

4.  That  when  research  is  undertaken  directly,  or  is  purchased  on  spec- 
ification by  a  Government  agency,  responsibility  for  protection  of  pri- 
vacy lies  with  the  agency.  When  independent  research  is  funded  by  the 
Government,  however,  responsibility  lies  primarily  with  the  scientist 
and  his  institution,  and  research  instruments  or  design  should  not  be 
subject  to  detailed  review  by  Government  agencies  with  respect  to  pro- 
tection of  privacy. 

5.  That  universities  and  professional  associations  be  encouraged  to 
emphasize  the  ethical  aspects  of  behavioral  research.  When  a  training 
grant  is  made,  a  university  should  be  requested  to  indicate  its  under- 
standing that  support  of  education  on  the  ethics  of  research  is  one  of 
the  purposes  of  the  grant. 
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3.  THE  NATURE  OF  PRIVACY 


With  the  growth  in  our  population,  the  complexity  of  our  society,  and 
the  dependence  of  individuals  upon  one  another  for  service  and  support, 
there  is  increasing  need  for  people  to  live  in  the  presence  of  others.  Yet  the 
fundamental  human  claim  to  personal  freedom  and  dignity  remains.  Pri- 
vacy is  the  right  to  live  one's  life  in  one's  own  way,  to  formulate  and  hold 
one's  own  beliefs,  and  to  express  thoughts  and  share  feelings  without  fear  of 
observation  or  publicity  beyond  that  which  one  seeks  or  acquiesces  in. 

The  claim  to  privacy  is  fragile,  but  persistent;  it  is  as  subtle  and  powerful 
as  the  need  for  personal  dignity;  it  is  a  fundamental  aspect  of  individual 
freedom  and  worth.  The  claim  to  privacy  is  supported  by  our  society,  sub- 
ject to  limitations  only  when  there  is  risk  of  injury  to  others  or  to  society  as  a 
whole. 

The  usual  examples  of  privacy  are  too  gross  to  convey  fully  its  nuances 
and  strength.  One  thinks  of  the  right  to  turn  away  the  interviewer  at  the 
door,  to  throw  away  the  mailed  questionnaire,  or  to  exclude  outsiders  from  a 
meeting.  One  thinks  of  privacy  to  make  love,  to  reflect  on  financial  success, 
to  express  pride  in  professional  achievements,  and  so  on.  There  are  more 
subtle  and  personal  forms,  however.  The  insecure  student  may  find  himself 
an  unwitting  subject  in  an  experiment  which  threatens  his  self-esteem.  A 
newly  literate  representative  of  a  primitive  culture  may  discover  descriptions 
of  his  society  that  he  considers  demeaning,  outrageous,  or  false.  The  master- 
ful husband  who  has  coped  effectively  with  his  subordinates  all  day  may  need 
to  play  the  role  of  a  child  in  his  relations  with  his  wife  at  night.  The  lover 
should  be  free  to  talk  baby  talk  to  his  inamorata  without  having  it  quoted  at 
his  office.  The  mother  should  be  free  to  be  short  tempered  with  her  chil- 
dren at  the  end  of  a  hard  day  without  having  her  conduct  described  to 
members  of  her  club.  The  seemingly  selfless  minister  should  be  free  to  play 
the  role  of  an  entrepreneur  in  a  group  of  friends  formed  into  an  investment 
club.  The  tough-minded  medical  investigator  should  be  free  to  join  a 
colony  of  artists,  to  talk  their  language,  and  share  their  beliefs. 

All  such  illustrations  fall  short,  however,  because  they  tend  to  suggest 
that  privacy  can  be  defined  in  terms  of  specified  areas  of  human  activity, 
and  that  these  areas  are  so  private  that  they  are  closed  to  investigations  of 
their  fundamental  nature.  Actually,  what  is  private  varies  for  each  person 
and  varies  from  day  to  day  and  setting  to  setting.  Indeed,  the  very  core  of 
the  concept  is  the  right  of  each  individual  to  determine  for  himself  in  each 
particular  setting  or  compartment  of  his  life  how  much  of  his  many-faceted 
beliefs,  attitudes,  and  behavior  he  chooses  to  disclose.  Every  person  lives 
in  several  different  worlds,  and  in  each  his  mode  of  response  may — indeed 
must — ^be  different.  The  roles  of  father,  husband,  clerk,  good  neighbor, 
union  leader,  school  board  chairman,  candidate  for  office,  solicitor  of  funds 
for  the  local  church,  call  for  different  responses.  The  right  to  privacy 
includes  the  freedom  to  live  in  each  of  these  different  roles  without  having 
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his  performance  and  aspirations  in  one  context  placed  in  another  without 
permission.  Thus,  any  general  injunction  against  study  of  a  specific  area 
of  behavior  wholly  misses  the  essence  of  privacy;  it  fails  to  protect  some 
people  from  being  revealed  in  ways  that  are  most  upsetting  to  them  while 
shielding  others  who  are  quite  willing  to  reveal  information. 

Our  society  must  recognize  and  provide  for  man's  requirement  to  possess 
thoughts,  feelings,  and  impulses  that  are  expressed  only  in  a  setting  of 
solitude,  or  in  the  presence  of  chosen  associates.  We  now  know  that  every- 
one hates,  everyone  has  sex  desires,  everyone  is  dependent,  everyone  is  re- 
bellious, everyone  is  ambitious,  and  so  on.  We  might  wish  that  our  society 
were  structured  and  our  value  system  were  designed  in  such  a  way  that 
acknowledgment  of  these  feelings  and  their  free  expression  in  any  setting 
would  have  no  hazardous  consequences  for  the  individual.  For  the  present, 
we  can  only  accept  the  fact  that  every  individual  has  these  feelings  and  that, 
in  some  instances,  he  may  not  be  able  to  acknowledge  them  even  to  himself. 
We  must  also  recognize  the  great  need  to  understand  these  areas  of  private 
life  and  to  realize  that  their  study  is  both  legitimate  and  essential. 

The  claim  of  privacy  as  a  legal  right  has  developed  slowly  in  Western 
history.  The  concept  of  privacy  as  a  protection  of  individual  dignity  is 
implicit  in  the  first  amendment  to  the  Constitution  with  its  concern  for 
freedom  of  speech  and  the  concomitant  liberty  of  silence;  it  is  implicit,  also 
in  the  fourth  amendment's  safeguards  against  search;  and  it  is  implicit  in 
the  fifth  amendment's  mandate  for  due  process  and  against  self  incrimina- 
tion. The  classic  paper  of  Warren  and  Brandeis  ^  advanced  the  principle 
that  public  disclosure  of  personal  information  is  a  wrong  against  the  "in- 
violate personality."  The  same  principle  was  expressed  25  years  later  by 
Pound  2  who  identified  the  claim  to  private  personality  as  the  demand  which 
the  individual  may  make  that  his  private  affairs  shall  not  be  bared  to  the 
world.  This  new  freedom  of  private  "personality"  is  conceived  in  parallel 
with  the  concept  t)f  private  property  which  the  individual  is  free  to  share 
or  to  withhold. 

The  awareness  of  the  nature  of  personality  and  its  significance  has  de- 
veloped not  alone  from  legal  or  social  philosophy.  It  has  emerged  in  part, 
also,  from  the  study  of  man.  Through  widening  research  into  the  nature 
and  variety  of  human  behavior  we  have  begun  to  understand  man's  needs, 
capabilities,  and  limitations. 

4.  BEHAVIORAL  RESEARCH 

Science  has  made  its  contributions  to  human  welfare  by  virtue  of  its  free- 
dom to  inquire.  The  investigator  pursuing  knowledge,  whether  his  subject 
is  man  or  some  other  aspect  of  the  natural  world,  must  not  feel  constrained 
to  limit  his  study  to  those  things  which  have  current  social  approval.  Free- 

^  Warren  and  Brandeis,  "The  Right  to  Privacy,"  4  Harvard  Law  Review  193 
(1890). 

Pound,  "Interests  of  Personality,"  28  Harvard  Law  Review  343  (1915). 
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dom  of  inquiry  is  a  part  of  the  general  concept  of  intellectual  freedom  and 
has  been  built  into  the  value  structure  of  every  university. 

Behavioral  science  is  obligated  to  explore  all  aspects  of  human  behavior 
to  the  degree  that  such  inquiry  contributes  to  improved  understanding  of 
the  nature  of  man  and  his  society.  The  study  of  human  behavior  is  chal- 
lenging and  difficult.  When  the  scientist  seeks  to  develop  a  meaningful 
and  consistent  set  of  concepts  about  some  aspect  of  man's  relations  to  others, 
he  uses  and  must  be  free  to  use  every  means  at  his  disposal  to  gain  knowledge. 
In  his  search  for  truth  he  is  less  likely  to  think  of  social  consequences  of  his 
work  than  he  is  of  scientific  consequences.  In  fact,  most  scientists  in  any 
discipline  take  the  position  that  the  search  for  truth  should  seek  to  replace 
myths,  prejudices  and  misconceptions,  and  hence  they  view  with  great 
suspicion  any  limitation  on  their  endeavors. 

The  behavioral  scientist  often  has  a  different  view  of  the  problem  under 
discussion.  Many,  for  example,  would  discount,  because  of  lack  of  evi- 
dence, the  existence  of  an  inner  private  self  that  must  remain  inviolate. 
Despite  their  skepticism  on  this  point,  however,  most  would  agree  that  many 
individuals  suffer  pain  that  is  very  real  indeed  when  their  privacy  is  invaded, 
and  that  behavioral  scientists  have  a  responsibility  to  avoid  inflicting  such 
pain. 

A  wide  variety  of  research  techniques  has  been  developed  for  the  study 
of  human  behavior.  Experiments  with  small  groups  are  frequently  con- 
ducted in  the  laboratory  where  the  conditions  of  the  group's  interaction  can 
be  modified.  Aspects  of  communication,  problem  solving,  and  leadership 
have  been  studied  in  this  manner.  Measures  of  attitudes,  opinions  and 
personaHty  characteristics,  and  tests  of  competence  in  performing  given  tasks 
are  often  used  in  economic,  sociological,  psychological,  and  anthropological 
studies.  In  some  circumstances,  data  are  collected  in  such  a  fashion  that 
the  individual  under  study  does  not  realize  what  he  has  revealed  about  him- 
self or  indeed  that  he  has  been  studied  at  all. 

Some  techniques  are  specifically  designed  to  provide  the  scientist  with 
information  which  the  subject  would  consider  privileged  and  private.  Still 
other  techniques  focus  on  the  collection  of  data  generally  accepted  as  public, 
but  then  employ  analyses  or  develop  generalizations  which  reflect  adversely 
on  certain  social  groups  and  thus  may  constitute  invasions  of  privacy.  These 
techniques  all  seek  to  make  data,  whether  private  or  public,  available  to  the 
scientist  in  order  that  he  can  develop  a  more  complete  and  accurate  picture 
of  the  particular  process  under  study. 

Our  society  places  a  high  value  on  the  rights  of  the  individual,  among 
them  the  right  to  privacy.  When  the  techniques  and  research  methods  of 
the  behavioral  scientist  impinge  on  these  rights,  they  pose  a  crucial  question 
for  the  scientist  and  for  society. 

The  scientific  community  has  not  ignored  these  problems.  They  are 
discussed  during  the  graduate  education  of  behavioral  scientists.  Several 
professional  societies  have  developed  codes  of  ethical  conduct  with  respect 
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to  the  rights  of  the  research  subject.  The  issues  have  also  been  increasingly 
discussed  by  individuals,  not  necessarily  behavioral  scientists  themselves,  who 
work  closely  with  scientists  in  the  academic  community  or  in  Federal  agencies 
that  support  research. 

Privacy  must  be  considered  by  the  behavioral  scientist  in  the  context  of 
the  methods  he  uses  in  his  research.  This  means  that  it  cannot  be  discussed 
merely  as  a  philosophical  matter,  or  as  an  abstract  right  to  be  kept  vaguely 
in  mind,  but  must  be  considered  as  an  additional  variable  which  will  affect 
experimental  design  and  must  be  taken  into  account  in  all  research. 

In  a  research  project  the  investigator  who  wants  to  study  a  person,  a 
group,  or  an  entire  society  or  culture  must  respect  the  rights  of  that  person 
or  group.  The  experimental  design  must  protect  the  right  of  privacy. 
Thus,  in  research,  as  in  all  other  areas  of  human  intercourse,  privacy  be- 
comes simply  one  more  dimension  for  concern  as  we  seek  to  secure  the  funda- 
mental right  of  the  individual  to  a  sense  of  dignity,  self-determination,  and 
freedom  from  arbitrary  hurt  by  others. 

What  is  normal  and  acceptable  behavior  in  one  social  context  (e.g., 
in  private  family  interactions)  may  be  acutely  embarrassing  if  it  is  de- 
scribed or  observed  in  some  other  social  situation  (e.g.,  at  a  cocktail  party 
or  in  a  scientific  laboratory) .  A  research  procedure  which  includes  asking 
a  child  to  report  his  parent's  disciplinary  methods  represents  this  kind  of 
invasion.  A  mother's  methods  of  punishing  her  child  may  be  entirely  ac- 
ceptable to  her,  to  her  husband,  her  children,  and  her  neighbors.  Neverthe- 
less, to  have  it  described  by  her  child  to  a  teacher  or  to  a  research  psychologist 
who  can  associate  it  with  her  may  be  acutely  embarrassing.  On  the  other 
hand,  some  of  the  more  critical  aspects  of  the  behavior  patterns  of  dis- 
turbed children  could  result  from  cruel  home  punishment.  Research  de- 
signed to  reveal  the  nature  of  such  home  situations  could  also  contribute 
to  the  welfare  of  children  and  society  as  a  whole. 

Some  examples  of  research  procedures  that  may  harm  the  participant 
through  a  violation  of  his  rights,  with  an  explanation  of  why  they  are 
harmful,  may  help  to  define  the  area  of  our  concern: 

1.  In  a  study  designed  to  discover  the  causes  of  personality  qualities 
in  children  it  was  necessary  to  secure  measures  of  the  children's  per- 
sonalities. One  device  that  has  been  widely  used  is  the  so-called  socio- 
metric  measure  which  assesses  certain  personality  characteristics  of 
a  child  on  the  basis  of  judgments  about  him  by  his  classmates.  A  set 
of  statements  about  the  child's  behavior  was  prepared.  Examples  are: 
"He  usually  suggests  a  good  idea  for  a  new  game."  "He  always  gets 
mad  when  we  don't  do  what  he  wants."  "He  can  read  better  than 
anyone  else  in  the  class."  The  children  were  instructed  to  fill  in  the 
name  of  the  child  best  described  by  each  of  these  statements.  By 
tabulating  the  answers  given  by  all  children  in  a  class,  it  was  possible 
to  find  out  the  peer  judgment  about  various  qualities  of  personality. 
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The  problem  of  confidentiality  did  not  enter  this  situation  because  the  re- 
suhs  were  never  seen  by  the  children,  their  parents,  or  the  teacher.  How- 
ever, the  "sociometric  method"  invades  privacy  in  the  sense  that  it  forces 
children  to  think  about  certain  qualities  of  behavior  shown  by  one  another 
and  to  reach  firm  conclusions  about  what  is  "best"  or  "worst,"  The  normal 
processes  by  which  reputation  develops  were  replaced  by  an  artificial 
intervention : 

2.  In  a  series  of  experiments  designed  to  discover  the  effects  of  a 
student's  feelings  of  success  or  of  failure  at  a  particular  task,  the  ex- 
perimenter artificially  induced  feelings  of  success  and  failure  in  differ- 
ent groups  of  subjects.  In  the  failure  experiment,  a  subject  was  asked 
to  learn  a  rather  complex  motor  task  and  the  experimenter  expressed 
surprise  at  how  slowly  the  subject  learned,  compared  his  performance 
unfavorably  with  that  of  other  students,  and  expressed  sympathy  with 
him  for  his  clumsiness.  The  net  result  was  to  induce  in  the  subject 
a  feeling  of  inferiority  and  of  self-derogation.  By  the  end  of  the  ex- 
perimental session,  some  subjects  were  depressed,  brooding,  and  angry, 
and  had  lost  a  measure  of  self-esteem. 

It  is  routine  for  an  experimenter  to  explain  the  state  of  affairs  following 
such  an  experiment.  The  subject  can  normally  recover  his  usual  level 
of  self-esteem,  but  it  is  the  responsibility  of  the  experimenter  to  make  sure 
that  this  recovery  occurs.  It  should  be  added  that  the  body  of  research 
of  which  this  example  is  a  part  has  led  to  a  substantial  modification  of 
educational  policy  in  America.  The  research  showed  clearly  that  the  low- 
ering of  self-esteem  and  failure  reduce  learning  ability.  Educationally,  the 
principle  has  been  applied  to  modify  teachers'  schoolroom  behavior  in  such 
a  way  that  unsatisfactory  performance  can  be  challenged  by  means  that 
avoid  injuring  the  student's  self-esteem. 

The  preceding  examples  illustrate  the  areas  of  research  in  which  good 
practice  has  developed,  and  where  principles  are  fairly  well  established. 
As  behavioral  scientists  examine  new  problem  areas  or  develop  new  tech- 
niques, the  old  principles  are  not  easily  applied.  Studies  that  are  ingenious 
and  fascinating  may  raise  the  most  perplexing  issues  about  propriety : 

3.  In  a  study  designed  to  discover  the  relationship  between  level 
of  anxiety  and  the  need  to  be  with  someone,  the  investigator  induced 
an  anxiety  state  by  deceiving  his  subjects.  Without  deception,  he  could 
not  have  obtained  the  levels  of  anxiety  required  to  demonstrate  this 
relationship.  Is  such  deception  warranted?  How  is  consent  to  partici- 
pate nullified  by  such  deception? 

4.  In  a  study  to  discover  the  degree  to  which  persons  could  be  per- 
suaded to  inflict  severe  pain  on  others,  subjects  were  led  to  believe  that 
they  were  administering  electric  shocks  of  considerable  magnitude  to 
other  subjects.  Many  subjects  were  persuaded  to  increase  the  level  of 
shock  to  points  where  the  apparent  subjects  (who  actually  did  not 
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receive  a  shock)  writhed  in  simulated  pain.  What  warrant  does  the 
investigator  have  for  this  form  of  deception?  How  does  he  insure 
that  the  self -revelation  of  the  real  subject  is  not  demoralizing  and  that 
it  produces  no  permanent  damage  to  him? 

5.  In  a  study  to  discover  how  well  a  family  can  survive  an  extended 
stay  in  a  fallout  shelter,  the  investigator  recorded  all  conversations  dur- 
ing the  interval,  without  the  family's  prior  knowledge  or  consent. 
What,  if  any,  sanctions  are  there  for  such  intrusion  on  privacy? 

Threats  to  the  privacy  of  individual  subjects  do  not  pervade  all  aspects 
of  the  behavioral  sciences.  A  review  of  the  literature  in  these  fields  indicates 
that  only  a  small  percentage  of  studies  involve  any  issue  of  privacy.  Of 
those  that  do,  only  a  small  number  appeared  to  disregard  rights  of  the  indi- 
vidual subjects  or  fail  to  accommodate  to  them.  The  number  of  reported 
studies  involving  research  methods  which  could  have  affected  the  subjects 
adversely  in  terms  of  stress,  deception,  or  social  sanction  appears  to  be  very 
small.  Research  reports,  however,  do  not  always  give  adequate  information 
about  the  steps  that  the  investigator  took  to  ensure  that  subjects  were  in  fact 
protected. 

Examination  of  research  proposals  under  review  by  various  Federal  agen- 
cies indicates  that  only  a  small  number  of  proposed  studies  raise  questions  of 
propriety.  In  almost  every  instance,  the  applicant  includes  in  his  proposal 
for  support  a  defense  of  his  reasons  for  collecting  data  which  may  be  intrusive 
or  invasive,  and  also  describes  the  steps  he  will  take  to  insure  confidentiality 
or  provide  other  means  for  protecting  the  individual  subjects.  The  review- 
ing agencies  have,  in  fact,  rejected  proposals  because  inadequate  provision 
had  been  made  by  the  investigator  to  protect  the  privacy  of  subjects. 

While  the  percentage  of  studies  with  potential  for  invasion  of  privacy  is 
small,  it  is  not  inconsequential.  Today  there  are  over  35,000  behavioral 
scientists  in  the  United  States — anthropologists,  economists,  political  scien- 
tists, psychologists,  and  sociologists.  In  1965,  2,100  new  Ph.D's  joined  their 
ranks.  In  the  same  year  more  than  40,000  graduate  students  were  preparing 
themselves  for  teaching,  research,  and  service  in  the  behavioral  sciences. 
More  than  100  journals  publish  articles  reporting  on  the  work  of  these 
scientists.  About  5  percent  of  Federal  funds  for  the  support  of  research  is 
used  to  support  this  segment  of  science. 

But  the  problem  cannot  be  fully  defined  by  citing  only  numbers  of  scien- 
tists or  dollars.  The  specialist  in  the  behavioral  sciences  studies  people. 
He  asks  questions,  observes  behavior,  conducts  experiments,  analyzes  back- 
ground information,  and  searches  files.  Hardly  a  member  of  today's  society 
has  not  come  under  some  type  of  study — by  a  mail  questionnaire,  by  a  tele- 
phone call,  by  a  doorstep  or  marketplace  interview,  or  as  a  member  of  a 
community  or  national  organization.  One  behavioral  scientist  might  study 
only  a  handful  of  subjects,  but  another  might  study  thousands,  or  an  entire 
community,  or  all  members  of  a  large  organization.    Improper  procedures, 
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or  inadequate  protection  of  subjects  in  even  a  small  proportion  of  all  of  these 
studies,  could  thus  have  an  undesirable  effect  on  a  great  many  persons. 

Enthusiasm  for  discovery  of  new  data  or  for  trying  a  new  technique  is 
probably  highest  among  the  more  recent  entrants  to  a  field.  Graduate 
students  pose  a  special  problem,  for  as  they  become  acquainted  with  current 
research  in  a  field,  they  begin  to  repeat  experiments  reported  in  the  literature. 
The  more  controversial  studies,  involving  procedures  that  are  also  contro- 
versial, are  more  attractive  models  for  replication  than  those  in  the  conven- 
tional mode.  Likewise,  the  investigator,  however  mature,  who  is  greatly 
concerned  with  mankind's  current  pressing  problems  is  likely  to  study  topics 
that  relate  to  real  and  immediate  social  issues,  and  to  use  procedures  that 
pose  more  of  a  threat  to  the  integrity  of  his  subjects.  With  the  growing  need 
to  deal  with  social  problems,  we  foresee  an  inevitable  increase  in  conflicts 
between  rights  to  privacy  and  freedom  of  inquiry. 

5.  THE  CONFLICT  OF  VALUES 

The  values  held  by  an  individual  or  by  a  society  are,  and  must  be,  in  com- 
petition since  no  single  value  can  be  absolute.  Even  the  right  to  life  is 
supervened  by  a  society  seeking  to  protect  itself  from  criminal  behavior. 
Thus  the  conflict  between  the  claim  of  the  individual  to  his  privacy  and  the 
needs  of  society  to  become  better  aware  of  human  characteristics  is  no  rare 
or  isolated  phenom.enon. 

In  each  instance  of  conflict,  the  decision  must  rest  on  the  totality  of  all 
the  relevant  issues  and  the  result  will  vary  from  one  occasion  to  another,  and 
from  one  setting  to  another  depending  on  the  context  within  which  the 
issue  arises  and  the  process  by  which  a  conclusion  is  reached.  No  general 
rule  can  be  formulated  to  apply  in  each  situation;  rather,  persons  desiring  to 
uphold  our  society's  diverse  values  must  make  judgments.  The  strength  of 
our  society  lies  in  pluralism  and  diversity.  The  shifting  tensions  among  our 
values  and  in  the  relative  primacy  accorded  them  provide  strong  assurance 
for  the  continuance  of  the  diversity  on  which  much  of  our  freedom  and  our 
growth  are  built. 

No  real  difficulty  would  be  experienced  in  resolving  these  conflicts,  as  they 
arise  in  connection  with  research  proposals,  as  if  the  values  involved  had 
measurable  dimensions.  One  could  then  calculate  the  benefits  and  costs 
and  decide  whether  to  approve  or  disapprove  a  proposal.  At  first  glance, 
such  mensuration  appears  to  be  impossible,  but  in  fact,  millions  of 
such  comparisons  are  made  daily  by  individuals,  by  families,  by  communi- 
ties, and  by  agencies  of  industry  and  Government.  There  exist  a  multi- 
plicity of  methods  and  institutions  for  coming  to  such  resolutions. 

A  city,  for  example,  must  make  decisions  about  the  relative  advantages 
of  demolition  of  large  numbers  of  deteriorated  dwellings  in  its  central  parts, 
as  opposed  to  substantial  programs  for  their  renovation.  Welfare  agencies 
make  hard  choices  between  the  impact  upon  a  family  of  providing  direct 
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funds  for  maintenance  as  against  the  deteriorating  effect  this  has  on  the  ini- 
tiative of  a  potential  wage  earner.  Social  workers  must  choose  between 
invading  the  privacy  of  a  home  to  determine  whether  a  male  wage  earner 
lives  there  as  against  risking  that  welfare  funds  may  be  spent  in  circumstances 
for  which  they  are  not  intended. 

Even  the  rights  to  bodily  integrity  and  privacy  of  property,  which  are  rec- 
ognized within  our  system  of  law  and  accepted  generally  as  inalienable,  are 
not  really  absolute.  Every  highway  that  is  built  involves  personal  and 
social  cost,  especially  for  those  who  are  displaced  or  diminished  by  the  con- 
struction. Indeed,  there  is  hardly  a  social  act  that  does  not  involve  some 
social  or  human  cost.  There  is  no  escape  from  the  fact  that  limits  exist  for 
every  basic  value.  Failure  to  limit  any  single  one  inevitably  circumscribes 
another.  In  summary,  it  is  a  logical  impossibility  to  have  freedom  without 
limits  or  values  without  qualification. 

The  resolution  of  conflict  between  these  strongly  held  values  calls  for  all 
the  resources  of  our  institutions.  Solutions  cannot  be  legislated  or  imposed 
by  decree.  They  must  be  worked  out  case  by  case.  All  who  participate  in 
this  process,  to  be  effective,  must  be  perceptive  of  and  sensitive  to  the  respec- 
tive strengths  of  the  values  that  are  in  competition. 

In  the  front  rank  of  this  decision-making  process,  as  it  applies  to  the  prob- 
lem of  accommodating  privacy  and  the  study  of  human  behavior,  are  the 
investigators  who  are  actually  involved  in  research.  In  the  last  analysis, 
whether  the  tension  between  privacy  and  behavorial  research  is  simply  a 
challenge,  or  becomes  a  problem,  will  depend  very  largely  on  the  perception, 
the  wisdom  and  ingenuity  of  the  investigator.  But  the  resolution  of  any 
conflict  between  behavioral  research  and  privacy  cannot  be  left  to  the  inves- 
tigator alone ;  his  immediate  interests  are  too  strong  and  the  range  of  his  per- 
spectives may  often  be  too  narrow. 

The  home  institution  and  the  financing  agencies  are  also  directly  involved 
in  research  projects  and  should  participate  in  the  decision.  In  addition,  the 
subject  of  research  clearly  has  a  stake  in  this  contest  of  values.  Therefore, 
to  the  fullest  extent  feasible,  he  should  participate  in  the  decision  concerning 
his  own  role  in  any  experiment. 

Beyond  these  participants  is  the  community  at  large  which  has  a  crucial 
concern  not  only  for  sound  research  but  also  for  assuring  the  dignity  which  is 
protected  by  privacy.  There  is  no  precise  formula  by  which  the  judgment 
of  the  community  can  be  brought  into  the  conflict-resolving  process.  Indeed 
the  need  for  formal  community  participation  probably  arises  only  to  the  ex- 
tent that  the  investigator,  the  home  institution  and  the  financing  agencies  fail 
to  respond  adequately  to  other  values  which  the  community  cherishes  fully 
as  much  as  it  does  freedom  of  inquiry. 

Prevailing  community  consensus,  it  should  be  noted,  even  if  it  could  be 
measured  quantitatively,  is  often  at  variance  with  long-run  community  ideals 
and  ultimate  values,  and  one  of  the  elements  of  our  concept  is  the  right  of 
the  individual  to  hold  out  against  a  community  consensus.    For  this  reason, 
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no  matter  how  useful  measurements  of  community  opinion  may  be  in  bal- 
ancing a  judgment,  they  cannot  be  the  sole  basis  for  resolving  conflicts  of 
values. 

The  decision  concerning  proposed  behavioral  research  therefore  must  be 
a  balancing  process  without  arbitrariness,  rigidity,  or  absolutes.  If  both 
privacy  and  the  pursuit  of  knowledge  are  to  be  accorded  their  due,  no  choice 
between  them  can  be  made  without  considering  the  circumstances  of  a 
particular  case. 

In  this  balancing  process  many  factors  must  be  considered  and  weighed. 

One  factor  is  the  proposed  research.  Is  it  desirable?  Has  it  been  done 
before?  If  so,  is  it  worth  repeating?  Is  it  well  designed  and  strongly 
staffed?  Has  the  privacy  issue  been  taken  into  account?  Is  it  possible  to 
redesign  the  experiment  so  as  to  avoid  offense  to  privacy  and  obtain  the 
same  knowledge? 

In  weighing  the  benefits  expected  from  an  experiment,  the  value  of  the 
knowledge  it  is  hoped  to  obtain  and  the  probability  of  obtaining  it  must  be 
taken  into  account.  This  value  judgment  must  be  made  both  in  terms  of 
social  utility  and  in  terms  of  the  likely  contribution  to  our  general  under- 
standing of  human  behavior.  Although  a  stronger  weight  is  given  to  knowl- 
edge which  is  expected  to  yield  social  benefits,  our  society  attaches  worth  to 
pure  knowledge,  recognizing  that  pure  knowledge  often  develops  unexpected 
utility. 

In  practice,  we  deal  with  specific  proposals,  designed  to  answer  specific 
questions  through  the  use  of  specific  research  techniques.  When  a  proposal 
involves  a  conflict  between  protection  of  privacy  and  pursuit  of  knowledge, 
a  technical  issue  must  be  resolved  at  the  outset.  This  issue  is  whether  the 
investigator's  experimental  design  minimizes  the  conflict  or  whether  it  can 
be  reduced  by  redesigning  the  study.  Since  conflicts  between  privacy  and 
the  pursuit  of  knowledge  can,  in  many  cases,  be  reduced  by  the  proper  design 
of  studies,  it  is  essential  that  reviewers  of  research  proposals  examine  this 
question  first.  Only  after  the  research  has  been  designed  to  assure  that  the 
knowledge  will  be  obtained  at  minimum  cost  in  terms  of  privacy,  need  the 
basic  issues  posed  by  conflicting  values  be  examined. 

If  an  invasion  of  privacy  cannot  be  avoided,  the  extent  and  character  of 
the  invasion  must  be  scrutinized.  Is  it  actual  or  theoretical,  real  or  techni- 
cal? Is  there  potential  harm  to  the  subject?  If  so,  is  the  harm  substantial 
or  insignificant,  lasting  or  fleeting?  Is  the  invasion  minimal?  For  example, 
surveillance  (by  one-way  mirror,  camera,  or  monitoring  devices)  challenges 
directly  and  fundamentally  the  claim  to  privacy  when  the  focus  is  on  an 
individual.  The  challenge  is  drastically  reduced  if  the  focus  is  not  on  an 
individual  but  on  social  interactions;  for  example,  at  a  bus  stop  or  a  street 
light. 

This  brings  us  to  a  third  major  set  of  considerations:  Consent;  anonymity; 
and  confidentiality.  More  will  be  said  about  these  later,  for  each  is  crucial  to 
the  decisional  process. 


16 


If  the  subject  is  fully  informed  and  freely  consents,  without  coercion,  to 
participate  in' an  experiment,  the  issue  of  privacy  evaporates  because  it  arises 
not  through  threatened  violation  of  absolute  rules  for  any  particular  area  of 
behavior  but  through  threatened  frustration  of  the  claim  of  a  specific  indi- 
vidual to  make  his  own  choice  of  whether  to  withhold  or  disclose  and  to 
disclose,  if  at  all,  at  a  time  and  place,  and  to  an  extent,  of  his  own  choosing. 
Consent  is  the  exercise  of  that  choice  and  satisfies  the  claim  to  privacy. 

Anonymity  and  confidentiality  are  related.  Anonymity  refers  to  prevent- 
ing the  identity  of  the  subject  from  ever  being  known  to  anyone.  Anonymity 
merges  into  confidentiality  when  the  research  design  permits  the  identity  to 
be  known  at  one  point  in  time  or  to  a  limited  number  of  investigators,  but  is 
otherwise  protected  from  dissemination. 

Clearly,  the  extent  to  which  there  is  anonymity  or  confidentiality  will  affect 
a  subject's  willingness  to  give  consent.  If  consent  is  not  consistent  with  the 
research  objective,  anonymity  and  confidentiality  will  have  a  direct  bearing 
on  the  character,  extent,  and  probability  of  a  privacy  invasion.  Thus,  the 
threat  to  privacy  inherent  in  behavorial  research  can  often  be  greatly  di- 
minished by  conscientious  effort  to  achieve  the  fullest  possible  anonymity  and 
confidentiality  in  the  research  design. 

It  should  be  noted,  however,  that  even  with  full  anonymity  or  "complete" 
confidentiality,  research  can  still  be  intolerably  offensive  to  human  dignity 
and  privacy  in  that  it  involves  the  risk  of  psychic  or  physical  damage  to  a 
nonconsenting  but  anonymous  subject. 

The  considerations  we  have  discussed  apply  to  research  endeavors  what- 
ever the  source  of  their  support.  We  emphasize  the  two  stages  of  the  re- 
view of  a  proposal:  First,  appraisal  of  research  design  for  efficiency  in 
obtaining  the  desired  information  in  the  sense  of  its  success  in  minimizing 
costs  (including  the  invasions  of  privacy)  ;  second,  weighing  of  the  relation 
between  the  cost  of  the  most  efficient  of  the  alternative  research  designs 
and  the  benefits  it  will  yield  in  knowledge. 

While  the  community  at  large  has  an  important  stake  in  the  outcome  of 
this  balancing  process,  it  cannot  play  an  effective  role  in  most  of  the  review. 
Few  laymen  can  be  effective  critics  of  a  research  design  and  few  scientists 
are  willing  to  submit  to  a  review  by  laymen.  Review  of  a  research  pro- 
posal only  by  scientists  in  the  same  field  as  the  investigator,  however,  fails 
to  assure  adequate  representation  of  the  values  of  the  whole  community. 
How  to  solve  this  dilemma  without  making  the  review  process  arbitrary, 
capricious,  or  irrelevant  is  a  difficult  problem  which  will  require  continuing 
experimentation  and  study. 

This  discussion  of  the  balancing  and  decisional  process  has  emphasized 
that  the  claim  to  privacy  is  not  an  automatic  barrier  to  research.  Nor  is 
every  intrusion  on  privacy  automatically  unreasonable.  A  wise  and  dis- 
criminating society  has  found,  and  will  continue  to  find,  that  many  invasions 
of  privacy  are  tolerable  and  necessary  for  the  health  of  the  community. 
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6.  PRINCIPLES  AND  DESIRABLE  PROCEDURES 


As  the  behavioral  scientist  develops  techniques  and  methods  for  the  study 
of  man  he  must,  in  much  the  same  fashion  as  the  medical  scientist,  develop 
safeguards  to  protect  his  subject's  welfare.  Development  of  these  safeguards 
requires  positive  action.  Concern  for  the  subject's  welfare  and  rights  will 
not  be  achieved  by  general  prohibition  of  the  use  of  specific  research 
techniques. 

In  our  view,  two  main  criteria  should  generally  be  met  to  insure  the  sub- 
ject's well  being  and  integrity:  First,  he  must  be  allowed  to  decide  whether 
he  will  participate  in  a  given  study;  second,  if  he  consents,  the  information 
which  he  provides  must  be  treated  as  privileged  and  confidential. 

The  concept  of  free  and  informed  consent  has  been  proposed  as  a 
mechanism  to  deal  with  the  possible  invasion  of  a  subject's  privacy  by  be- 
havioral science  research.  The  psychological  meaning  of  "free  and  informed 
consent,"  however,  is  considerably  more  ambiguous  than  either  the  legal  or 
administrative  meaning  of  the  term. 

Free  consent  may  be  compromised  by  the  subject's  external  circumstances. 
Potential  subjects  in  a  condition  of  servitude  or  duress  are  not,  in  fact,  free 
to  refuse  requests  from  those  in  authority.  The  gravest  invasions  of  privacy 
are  likely  to  occur  among  the  weakest  and  most  helpless  segments  of  the 
population — children,  the  very  poor,  the  very  sick,  those  who  do  not  speak 
the  language,  and  minority  groups. 

In  other  situations  the  principle  of  free  consent  falls  short  for  less  ob- 
vious reasons.  The  subject  may  desire  to  please  the  experimenter,  he  may 
need  to  talk  about  very  personal  problems,  or  he  may  wish  to  place  himself 
on  exhibit.  The  number  of  individuals  with  these  tendencies  increases 
whenever  willingness  to  participate  is  the  primary  criterion  for  obtaining 
experimental  subjects.  Requiring  consent  can  thus  pose  a  problem  for  the 
investigator  without  providing  the  desired  protection  of  subjects. 

It  is  a  practical  impossibility  for  most  subjects  of  behavioral  research  to 
be  fully  informed  about  all  the  details  of  research  methods  and  design 
before  giving  consent.  In  many  cases  the  information  is  too  technical  for 
a  subject  to  understand.  Moreover,  full  disclosure  of  a  research  protocol 
to  prospective  subjects  would  often  invalidate  the  research.  The  results 
of  an  experiment  can  be  profoundly  affected  if  subjects  know  what  is  ex- 
pected of  them  and  if  disclosure  of  specific  details  creates  a  volunteer  bias. 

For  example,  in  one  study,  a  set  of  questions  was  presented  to  sixth-grade 
children  to  discover  which  of  several  types  of  reactions  to  other  persons 
were  most  characteristic  of  each  child.  The  investigator  wished  to  compare 
these  reactions  with  parents'  reports  about  their  main  methods  of  child 
rearing.  One  type  of  child  reaction  was  negativism.  If  the  children  had 
been  asked  to  review  the  questions  beforehand,  the  more  negativistic  chil- 
dren might  have  refused  to  reply,  introducing  an  important  bias  into  the 
sample  population. 
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Much  valuable  information  about  the  physiological  bases  of  emotions 
has  been  obtained  by  a  study  of  the  "startle  response."  This  is  a  reflex 
reaction  to  an  unexpected  stimulus  such  as  a  loud  noise  or  flashing  light. 
The  response  is  entirely  difl'erent  if  the  person  expects  the  stimulus.  The 
research  could  never  have  had  scientific  value  if  the  design  had  been  fully 
disclosed  in  advance.  Another  example  is  that  of  testing  the  eff"ectiveness 
of  drugs.  Expectancy  of  some  kind  of  effect  from  a  pill  leads,  by  suggestion, 
to  reports  of  drug  influence.  Therefore,  it  is  necessary  to  compare  the 
reaction  to  the  test  drug  with  that  to  a  placebo.  This  must  be  done  without 
the  subject's  knowledge  and,  preferably,  without  that  of  the  experimenter  if 
the  effect  of  suggestion  is  to  be  ruled  out. 

Informed  consent,  attractive  as  it  is  as  a  basic  principle  for  deciding  issues 
of  privacy,  has  serious  limitations  unless  the  meaning  of  "informed"  is 
qualified.  No  subject  in  behavioral  research  need  be  coerced  or  deceived 
into  volunteering.  He  can  be  provided  with  information  sufficient  to  enable 
him  to  judge  that  his  participation  is  worthwhile  and  desirable,  if  it  is.  He 
can  be  provided  adequate  assurance  that  his  sharing  of  himself  will  be  privi- 
leged and  protected.  He  can  be  assured  that  steps  have  been  taken  to 
protect  him  from  pain  and  distress.  He  can  be  told  about  the  limits  which 
will  be  placed  upon  access  to  the  information  he  provides.  He  can  be 
guaranteed  adequate  procedures  for  insuring  confidentiality  or  anonymity 
of  his  responses.  These  assurances  should  be  a  normal  part  of  any  request 
for  research  subjects. 

When  the  scientist  gains  the  confidence  of  a  group  by  living  in  their  midst, 
as  occurs  in  anthropological  research,  he  must  respect  the  privacy  of  both 
the  individual  and  group  in  conducting  his  research  and  in  reporting  his 
findings.  The  scientist  must  act  in  such  a  way  as  to  obtain  an  appropriate 
level  of  informed  consent  from  the  group  and  report  his  findings  so  as  to 
assure  confidentiality.  It  is  axiomatic  that  field  studies,  whether  foreign  or 
domestic,  should  be  conducted  with  the  same  concern  for  the  protection  of 
privacy  as  would  obtain  in  the  scientist's  home  setting. 

In  summary,  a  simplistic  concept  of  consent  will  not  prevent  invasion  of 
privacy  but  can  cripple  behavioral  research.  To  apply  it  would  immediately 
force  volunteer  bias  in  essentially  all  studies  and  would  influence  choice  of 
problem,  research  designs,  and  possible  strategies. 

There  is  no  obvious  or  easy  way  to  interpret  or  apply  the  principle  of 
informed  consent  in  the  study  of  large  groups,  subcultures,  or  entire  societies. 
New  ways  must  be  devised  to  obtain  free  participation  and  to  protect  the 
right  of  such  groups  to  privacy.  This  area  of  ethics  is  not  as  well  delineated 
and  has  not  received  enough  attention  from  professional  societies  and  others 
concerned  with  research  on  groups.  Anthropologists,  sociologists,  and  po- 
litical scientists  face  this  issue  most  acutely. 

The  principle  that  underlies  consent  is  that  the  subject  must  have  enough 
information  about  the  investigator  and  the  research  to  form  the  basis  for 
reasonable  trust.    This  means  that  the  subject  comes  voluntarily  to  the 
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experimental  situation,  knowing  the  nature  of  his  participation  and  confident 
that  the  investigator  will  respect  his  welfare. 

These  guidelines  can  be  followed  even  when  an  experiment  involves  chil- 
dren. It  is  necessary  to  establish  relationships  with  the  parents  or  other 
appropriate  community  surrogates  of  the  child  in  order  to  assure  that  the 
commitment  to  volunteer  is  valid.  Community  surrogates  may  be  the 
school  board,  school  principal,  or  superintendent,  or  some  other  agency 
which  is  entrusted  by  statute  or  tradition  with  the  well-being  of  children. 

Protection  of  privacy  includes  the  protection  of  information  which  the 
subject  provides  the  experimenter.  A  substantial  proportion  of  educational 
and  social  science  research  requires  investigators  to  secure  personal  informa- 
tion from  the  subjects.  The  vast  majority  of  adults  are  willing  to  provide 
information  for  research  that  they  would  otherwise  withhold.  Similarly, 
most  parents  consent  readily  to  scientific  study  of  their  children.  Most 
adults  recognize  the  crucial  importance  of  the  study  of  human  behavior.  So 
long  as  the  surrender  of  privacy  for  research  purposes  does  not  create  un- 
necessary or  preventable  distress  or  discomfort,  most  people  will  consent  to 
cooperate  and  will  permit  investigators  access  to  information  that  they  might 
otherwise  hold  private. 

There  are  two  general  ways  in  which  research  may  be  discomforting  to 
subjects. 

First,  the  research  procedure  itself  may  impose  stress.  For  example,  a 
pressing  inquiry  into  remembered  emotional  reactions  to  the  death  of  a 
loved  one  may  reawaken  painful  emotions.  Or,  in  an  experimental  setting, 
the  artificial  inducement  of  frustration  to  permit  the  measurement  of  a 
subject's  tolerance  may  lead  to  a  painful  reaction  as  the  procedure  reveals 
tendencies  of  which  he  was  unaware.  Not  all  experimental  methods  which 
produce  discomfort  invade  privacy,  nor  are  they  necessarily  improper.  An 
experiment  which  compared  the  effects  on  psychomotor  efficiency  of  dif- 
ferent degrees  of  boredom  induced  by  prolonged  and  repetitive  mechanical 
operations  doubtless  produced  considerable  distress,  but  in  no  sense  did  this 
involve  an  invasion  of  privacy  or  other  impropriety. 

Second,  research  that  involves  the  invasion  of  privacy  has  the  potential  for 
producing  unexpected  social  consequences  if  information  is  revealed.  Re- 
ligious beliefs,  ethical  values,  financial  facts,  sexual  experiences,  intellectual 
capacity,  and  many  other  qualities  of  personality  are  examples  in  point. 
While  under  some  circumstances  revelations  about  such  matters  are  un- 
important, under  others  they  can  cause  the  subject  to  suffer  embarrassment, 
damage  to  his  reputation,  ostracism,  or  loss  of  social  status.  The  best 
insurance  against  such  consequences  is  to  prevent  any  information  collected 
about  a  subject  from  leaving  the  hands  t)f  the  investigator.  This  can  be 
accomplished  by  making  responses  anonymous,  by  protecting  confidentiality, 
and  by  proper  coding  of  data. 

The  most  important  responsibility  of  the  social  scientist  whose  research 
involves  any  invasion  of  privacy  is  to  make  certain  that  all  persons  involved 
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in  the  study,  understand  the  vital  importance  of  treating  all  data  confiden- 
tially while  it  is  being  collected  and  as  long  as  it  is  retained. 

Respondents  may  give  private  information  freely  because  they  have  been 
assured  by  the  investigator  that  it  will  be  held  confidential  and  treated 
anonymously.  Under  current  laws,  the  investigator  cannot  always  give  this 
assurance,  for  the  courts  and  Federal  agencies  may  very  well  gain  access  to 
the  data.  Research  procedures  have  been  developed,  however,  to  assure 
the  subject  that  he  will  remain  unidentified.  Many  standard  coding 
methods  greatly  increase  confidentiality  and  investigators  are  obliged  to  use 
procedures  that  will  insure  the  protection  promised  to  the  subject. 

In  some  studies,  it  is  necessary  to  maintain  a  record  of  the  identity  of 
the  individual  in  order  to  permit  follow-up  studies  at  a  later  time.  In  such 
instances  the  respondent  should  be  told  that  his  name  will  be  retained  by 
the  researcher  and  consent  should  be  obtained  to  maintain  the  material 
over  an  extended  period  of  time. 

The  concept  of  consent  takes  on  a  different  meaning  when  the  subjects 
used  are  "captive"  groups  such  as  military  personnel,  prisoners,  welfare 
clients,  and  school  children.  Collection  of  data  from  these  groups  may  in- 
volve overt  or  covert  coercion.  Moreover,  research  data  on  military  per- 
sonnel and  prisoners  often  are  stored  and  remain  accessible.  The  use  of 
data  files  of  this  type  in  further  studies  is  understandable  and  is  often  in  the 
national  interest.  We  have  been  informed,  however,  that  stored  research 
data  have  been  used  also  for  purely  administrative  purposes.  In  the  absence 
of  crucial  national  need,  to  breach  the  confidentiality  of  data  obtained  for 
research  purposes  is  unwarranted  and  inexcusable. 

In  several  important  studies  investigators  have  collected  highly  sensitive 
and  confidential  information.  These  data  have  increased  our  understand- 
ing of  significant  segments  of  our  population.  At  present  there  is  no  legal 
protection  for  the  investigator  or  his  subjects  when  the  questions  asked 
deal  with  infractions  of  the  law.  Investigations  of  drug  addiction,  of  homo- 
sexuality, and  of  prostitution  are  examples.  In  situations  of  this  type,  in- 
vestigators are  well  advised  to  seek  expressions  of  confidence  from  the 
entire  community  about  the  importance  of  their  studies  and  of  the  ab- 
solute necessity  of  maintaining  the  confidentiality  of  their  data. 

The  discussion  thus  far  has  suggested  that  free  and  informed  consent 
is  a  generally  attainable  ideal  which  should  be  pursued  in  all  research  in- 
volving human  subjects.  Consent  signals  the  subject's  trust  in  the  scientist 
and  thus  is  fundamental.  In  some  research,  however,  soliciting  consent 
at  all  or  informing  the  subject  fully  about  the  nature,  risks  and  objectives 
of  an  experiment  destroys  the  experimental  purpose.  There  is  no  magical 
formula  for  resolving  this  obvious  clash  of  values.  At  best,  we  can  only 
offer  some  of  the  criteria  which  responsible  resolution  should  take  into 
account : 

1.  Experiments  in  which  consent  is  not  sought  at  all  should  be  un- 
dertaken only  when  the  results  promise  to  have  significant  social  value, 
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when  the  potential  for  producing  damage  by  invading  privacy  is  mini- 
mal, and  when  the  desired  results  can  be  obtained  in  no  other  way. 
Social  value  should  be  interpreted  to  include  a  likely  contribution  to 
scientific  knowledge,  as  well  as  the  resolution  of  a  current  social  prob- 
lem. A  substitute  for  consent  should  be  sought  by  consulting  an  ap- 
propriate public  body  or  a  group  of  the  investigator's  peers.  They 
should  be  asked  to  examine  the  researcher's  decision  concerning  the 
desirability  and  necessity  of  proceeding  without  the  subject's  consent. 

2.  Where  consent  is  sought  but  it  is  difficult  or  impossible  to  in- 
form the  subject  fully  of  the  research  design  without  invalidating 
the  experiment,  the  investigator  should  provide  all  possible  informa- 
tion. The  subject  should  know  enough  about  the  study  and  the  in- 
vestigator to  have  a  basis  for  trusting  him. 

3.  Informed  consent  has  little  legal  meaning  when  children  are  in- 
volved. Consent  is  normally  obtained  after  providing  adequate  in- 
formation to  adults  who  serve  as  surrogates  for  the  children.  These 
may  be  parents,  school  principal,  or  the  school  board.  Exceptions 
even  to  this  form  of  consent  are  occasionally  justified  by  the  over- 
riding social  value  of  the  experiment,  the  unavailability  of  other  means 
of  accomplishing  its  purpose,  and  reduction  to  a  minimum  of  the  im- 
pact on  the  subject's  privacy. 

Participation  in  an  experiment  may  impose  a  burden  of  time  and  energy 
on  the  subject.  An  individual  who  volunteers  for  a  research  study  cannot 
be  expected  to  judge  whether  the  information  sought  by  the  experimenter 
is  necessary  or  the  burden  placed  on  himself  is  excessive.  Therefore,  ob- 
taining information  that  is  not  directly  relevant  to  the  design  of  an  experi- 
ment is  an  exploitation  of  the  subject's  trust  in  the  investigator.  Thus 
economy  in  research  design  and  specificity  of  information  are  highly  de- 
sirable to  insure  against  an  erosion  of  the  rights  of  the  test  subject. 

In  experiments  requiring  deception  or  unannounced  observations,  the 
subjects  cannot  be  fully  informed  of  the  nature  of  the  study,  the  procedures 
employed,  or  the  personal  effects  of  the  study.  A  well-known  example  of 
such  a  study  involves  a  group  of  subjects  sitting  around  a  table  estimating 
the  length  of  a  line.  All  subjects  in  the  room  save  one  are  actually  "stooges" 
for  the  experimenter  and,  on  his  instructions,  give  obviously  wrong  esti- 
mates of  the  line's  length.  The  final  judgment  is  made  by  the  real  subject 
in  the  case.  This  experiment  is  designed  to  clarify  the  effect  of  social  pres- 
sures on  the  subject's  judgment.  After  the  experiment  is  completed  the 
subject  is  told  the  purpose  of  the  study  and  the  fact  of  his  deception.  It 
is  clear  that  an  experiment  of  this  sort  may  put  a  subject  under  stress  and 
raise  self-doubts.  Judgments  about  the  appropriateness  of  the  invasions 
that  result  from  manipulating  subjects  in  this  fashion  must  take  into  ac- 
count the  methods  used  by  the  experimenter  to  reduce  the  after-effects  of 
enforced  revelation  of  matters  about  themselves.  Training  in  experimental 
procedures  must  include  discussion  of  the  impact  of  such  procedures  on  the 
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subject  and  investigators  must  accept  as  a  major  responsibility  the  constant 
sensitivity  to  the  effects  of  their  experimental  procedures  on  their  subjects. 

All  participants  in  the  research  process  share  responsibility  for  setting 
and  maintaining  high  standards  for  protecting  the  privacy  of  subjects.  In 
the  following  section  we  set  forth  our  views  on  the  responsibilities  of  ( 1 )  the 
scientist,  (2)  his  home  institution,  (3)  the  Federal  Government,  (4)  scien- 
tific societies  and  associations,  and  (5)  the  editors  of  scientific  journals. 

6.1    The  Individual  Scientist 

It  is  recommended  that  the  scientist,  as  a  routine  procedure,  ask  himself 
the  following  questions  to  evaluate  the  protection  he  is  offering  to  test 
subjects : 

1.  What  procedure  will  be  used  for  securing  the  consent  of  the 
subjects? 

2.  How  fully  can  the  research  procedure  be  explained  to  the  subject 
in  advance  of  requesting  his  consent? 

3.  If  some  aspects  of  the  research  will  not  be  explained,  to  what 
extent  is  this  reservation  necessary  as  a  part  of  the  research  design? 

4.  Are  other  less  invasive  designs  for  research  available  which  can 
produce  equally  valid  findings? 

5.  To  what  extent  will  any  unexplained  aspect  of  the  research  create 
pain,  embarrassment,  discomfort,  or  invasion  of  privacy? 

6.  What  procedures  will  be  used  for  eliminating  this  discomfort  at 
the  close  of  the  research? 

7.  What  measures  will  be  taken  to  insure  anonymity  of  subjects  and 
confidentiality  of  the  information  obtained  from  them? 

8.  Will  the  research  findings  warrant  the  degree  of  intrusion  on  a 
subject's  time  and  privacy? 

The  need  to  face  these  questions  will  alert  the  investigator  to  the  impor- 
tance of  the  moral,  ethical,  and  human  issues  inherent  in  his  research  design. 
It  will  also  emphasize  the  necessity  for  conforming  to  high  standards  of  con- 
duct in  relations  with  his  subjects.  Furthermore,  the  investigator's  answers 
will  be  useful  to  the  other  parties  or  agents  who  must  make  judgments  about 
the  propriety  of  his  research  proposals. 

6.2    The  Scientist's  Home  Institution 

Responsibility  for  monitoring  the  propriety  of  behavioral  research  must 
be  shared  by  the  entire  community  of  colleagues  of  the  investigator  in  his 
home  institution.  The  investigator  may  be  too  deeply  involved  in  his  hoped- 
for  outcomes,  as  may  colleagues  in  his  own  discipline;  responsibility  for  re- 
viewing matters  of  propriety  must  therefore  be  shared  with  less  concerned 
but  well  informed  associates.  When  the  investigator  is  a  member  of  the 
faculty  of  a  university,  there  will  be  scientists  and  scholars  in  his  own  and  in 
unrelated  fields  who  can  provide  independent  judgments  about  the  quality 
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of  his  research  and  the  appropriateness  of  the  methods  he  plans  to  use.  In 
Government  agencies  and  laboratories  and^  in  fact,  in  almost  every  institu- 
tion, similar  peer  groups  can  be  established. 

The  individual  investigator  must  accept  the  obligation  for  consulting  with 
appropriate  colleagues  and  senior  associates  about  his  work.  In  addition, 
the  institution  itself  must  accept  the  responsibility  for  insuring  that  the  work 
is  done  by  methods  which  it  is  willing  to  defend,  and  by  investigators  whose 
judgment  it  is  willing  to  defend.  The  universities,  especially  those  which 
have  substantial  research  programs,  can  provide  patterns  that  will  serve  as 
models  for  other  institutions  that  sponsor  research. 

Beyond  this,  the  universities,  as  the  chief  educators  of  the  next  generation 
of  research  workers,  must  accept  the  obligation  to  imbue  their  students  with 
the  highest  standards  in  the  conduct  of  research. 

A  university  sometimes  finds  it  difficult  to  play  the  role  that  it  would  be 
willing  to  accept  since  the  individual  investigator  often  establishes  his 
primary  relationship  with  the  financing  agency.  The  financial  implications 
of  this  independence  of  the  investigator  and  of  his  relationships  with  the 
funding  agency  have  already  been  referred  to  in  the  report  of  the  W ooldridge 
Committee.^  The  same  considerations  that  apply  to  fiscal  responsibility 
apply  to  the  propriety  of  research.  When  an  agency  of  the  Federal  Gov- 
ernment awards  a  grant  to  an  investigator,  it  should  assign  to  the  institution 
where  he  works  the  continuing  responsibility  for  insuring  that  the  investiga- 
tion is  carried  out  in  accordance  with  the  highest  standards  of  conduct. 

The  Public  Health  Service  has  recently  moved  to  place  this  responsibility 
upon  the  sponsoring  institution.  The  procedures  instituted  and  the  instruc- 
tions issued  should  have  the  very  desirable  effect  of  increasing  the  responsible 
review  of  research  proposals  by  institutions.  A  further  benefit  of  the  new 
procedures  used  by  the  Public  Health  Service  is  the  decentralization  of 
supervision  and  review  from  agencies  in  Washington  to  institutional  repre- 
sentatives who  can  play  a  more  effective  role  on  a  continuing  basis. 

Universities  and  other  research  institutions  can  use  a  variety  of  pro- 
cedures to  review  research  applications  and  continuing  research.  The  in- 
stitution should  have  the  prerogative  of  setting  up  the  monitoring  machinery 
for  insuring  that  the  proposed  procedures  are  acceptable. 

Nearly  a  third  of  all  federally  supported  research  is  conducted  by  staff 
scientists  in  various  governmental  agencies.  In  the  behavioral  sciences, 
these  efforts  cover  the  spectrum  from  tightly  controlled  laboratory  studies  of 
individual  behavior  to  collection  or  analysis  of  mass  statistics  on  social  and 
economic  processes.  In  most  respects  the  content  and  conduct  of  research 
in  Government  laboratories  is  similar  to  that  supported  by  contract  or  grant 
in  corporate  and  university  laboratories. 

The  organizational  hierarchy  ordinarily  consists  of  a  laboratory,  institute, 


^  "Biomedical  Science  and  Its  Administration."  A  study  of  the  National  Institutes 
of  Health.    Government  Printing  Office,  February  1965. 
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or  office  containing  research  divisions.  Within  these  divisions  are  branches 
which  are  frequently  divided  into  sections.  Each  subdivision  has  an  in- 
creasingly specific  goal  or  functional  research  objective  and  ultimately  is 
oriented  to  a  dominant  discipline.  Within  this  structure  supervisory  au- 
thority is  delegated  downward  with  increasing  constraints.  Specific  experi- 
ments are  normally  proposed  by  individual  scientists  in  the  context  of  a 
section  mission.  The  proposal  is  given  its  most  thorough  technical  review 
by  the  section  chief  and  the  branch  head.  At  higher  levels,  proposals  are 
normally  reviewed  for  conformance  with  mission,  for  reasonableness  of  re- 
source requirements  and  for  priority. 

Among  the  responsibilities  left  to  the  scientific  staff  of  the  agencies  have 
been  the  ethical  considerations  involved  in  the  research.  This  does  not 
mean  that  administrative  rules  about  the  protection  of  the  test  subjects 
have  not  been  stated;  in  a  significant  number  of  agencies  the  concrete  as- 
pects of  the  problem  have  been  stated  in  one  form  or  another.  In  general, 
the  requirements  for  review  in  Government  laboratories  tend  to  be  more 
stringent  than  those  imposed  in  universities. 

In  social  research  requiring  studies  of  segments  of  the  public,  another 
mechanism  of  review  is  added.  This  is  approval  by  the  Office  of  Statistical 
Standards  in  the  Bureau  of  the  Budget  of  all  forms  and  questionnaires  in- 
volving 10  or  more  respondents.  Inevitably,  such  approval  requires  review 
of  the  research  program  that  proposes  to  use  the  specific  survey.  In  effect, 
the  Federal  Reports  Act  places  the  Bureau  of  the  Budget  in  the  position  of  a 
research  review  group,  with  the  task  of  evaluating  a  survey  form  which  is 
only  a  means  to  a  research  end. 

In  general,  the  same  principles  for  decentralizing  the  review  and  monitor- 
ing of  research  which  have  been  recommended  as  appropriate  for  universities 
should  also  apply  to  Government  laboratories.  Only  procedures  which  per- 
mit opportunity  for  day-to-day  discussion  and  review  of  procedures  are  likely 
in  the  long  range  to  have  the  effects  we  all  desire. 

Today's  computer  technology  has  revolutionized  the  collection,  storing, 
collation,  and  retrieval  of  information.  With  a  common  identifying  symbol 
we  can  achieve  almost  instant  assembly  of  data  from  a  large  number  of 
sources.  It  is  becoming  possible  to  put  together  very  rapidly  much  that  is 
known  about  a  person,  corporation,  state,  locality,  or  neighborhood.  This 
development  has  given  rise  to  data  banks  or  information  centers.  The  idea 
of  centralization  is  not  new  but  with  present  technology  it  can  be  more  ex- 
tensively and  efficiently  applied.  For  many  years  there  have  been  central 
bureaus  for  assembly  of  credit  information,  insurance  examinations,  and 
claims  histories.  Police  departments  have  long  been  able,  however  labori- 
ously, to  obtain  any  criminal  record  of  suspects  or,  conversely,  to  compile  a 
list  of  suspects,  based  on  past  records. 

Our  concern  is  that  data  centers,  if  misused,  can  invade  privacy.  Infor- 
mation voluntarily  provided  by  a  respondent  for  one  purpose  and  in  itself 
harmless  to  him,  when  put  together  with  other  data  given  either  voluntarily 


or  under  mandate  in  other  connections,  can  react  to  his  disadvantage.  Be- 
yond this,  the  possible  use  of  such  information  in  connection  with  nonjudicial 
processes  such  as  security  clearance  or  credit  ratings,  where  standards  of  due 
process  are  not  maintained,  constitutes  an  even  more  serious  problem. 

The  panel  does  not  like  the  idea  of  dossiers  on  our  citizens,  our  business 
establishments,  and  our  institutions.  We  recognize,  however,  the  usefulness 
of  data  centers  as  important  administrative  tools  in  a  variety  of  legitimate 
circumstances.  In  the  establishment  and  operation  of  such  centers,  extreme 
care  must  be  taken  to  protect  the  individual  against  disclosure  of  information 
that  would  be  embarrassing  or  detrimental  to  him  and  particularly,  in  the 
event  of  a  possible  criminal  proceeding,  cause  him  unknowingly  to  testify 
against  himself. 

Apart  from  data  centers  for  administrative  uses,  similar  centers  to  serve 
essentially  statistical  purposes  already  exist  or  are  being  proposed.  We  be- 
lieve that  the  integration  and  analysis  of  data  from  diverse  sources  and  over 
time  will  bring  new  knowledge  and  understanding  of  our  society.  Neverthe- 
less, centralization  of  statistical  data  presents  the  same  potential  threat  to 
privacy  as  does  centralization  of  administrative  data,  if  information  concern- 
ing an  individual  is  accessible  for  any  use  other  than  general  statistical  com- 
pilation. Safeguards  are  necessary.  We  recommend  that  when  data 
centers  are  established  under  the  auspices  of  Federal,  state,  or  local  govern- 
ment, all  information  stored  in  them  should  be  placed,  by  law,  under  the 
samie  restrictions  on  grounds  of  confidentiality  as  are  placed  on  the  data 
collected  under  the  Federal  census  statute. 

Nongovernmental  data  centers  present  a  more  difficult  problem.  We  do 
not  know  whether  it  is  practicable  to  provide  confidentiality  by  statute.  In 
any  event,  we  believe  the  same  guidelines  we  have  discussed  elsewhere  in  this 
report  should  be  applied  to  all  data  stored  in  such  centers. 

6.3    Federal  Research  Grant  and  Contract  Procedures 

Research  conducted  by  Federal  agencies  aims  at  furthering  their  missions 
and  increasing  the  productivity  of  American  science  generally.  As  Federal 
research  programs  have  grown,  the  Government's  responsibility  to  examine 
the  burden  on  subjects  and  the  degree  of  invasion  of  privacy  has  also  in- 
creased. Burden  on  subjects  has  always  been  a  matter  of  concern,  but  until 
recently,  other  protection  has  received  little  formalized  consideration. 

When  funding  agencies,  whether  private  or  governmental,  review  appli- 
cations for  research  support,  they  consider  the  methods  to  be  employed. 
We  believe  that  the  list  of  items  considered  in  such  reviews  should  be  ex- 
panded to  include  evaluation  of  the  burden  on  respondents,  of  the  invasion 
of  the  privacy  of  subjects,  of  the  intrusion  into  personal  lives,  and  the  effects 
on  the  dignity  of  individuals. 

Government  agencies  should  be  concerned  lest  any  trend  develop  toward 
a  society  in  which  all  persons  are  subjected  to  and  expect  personal  scrutiny. 
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The  mere  thought  of  a  society  which  would  consider  deviant  any  person 
i  unwilling  to  expose  all  aspects  of  his  thoughts  and  ideas  and  personality 
to  an  investigator  is  repugnant. 

The  maintenance  of  freedom  from  scrutiny,  however,  cannot  be  achieved 
by  imposing  detailed  procedures  on  the  scientist.  Any  attempt  to  insure 
that  no  questions  are  asked  that  are  embarrassing  or  offensive  to  some 
person  will  so  impede  creative  research  that  much  Government  investment 
in  the  behavioral  sciences  will  be  wasted,  or  worse,  the  knowledge  which 
our  society  expects  and  needs  will  not  be  obtained. 

There  is  already  precedent  for  the  use  of  highly  personal  questions  in 
the  programs  of  welfare  departments,  of  the  Internal  Revenue  Service,  of 
the  Census  Bureau,  and  in  civil  rights  programs.  In  these  instances,  ques- 
tions which  in  many  settings  would  be  considered  improper  are  not  only 
permitted  but  are  required  to  achieve  important  social  goals.  We  would 
regret  the  development  of  any  set  of  regulations  which  would  bar  absolutely 
the  use  of  any  specific  form  of  question  or  type  of  study,  because  such  pro- 
hibitions would  adversely  affect  research. 

Funding  agencies  should  develop  procedures  which  accommodate  these 
responsibilities  to  their  own  needs.  A  single  set  of  regulations  or  procedures 
is  unlikely  to  be  appropriate  for  all.  Some  procedures  already  in  effect  are 
worth  commenting  on  because  of  the  way  in  which  they  relate  to  the  prin- 
ciples stated  in  this  report. 

The  Public  Health  Service  has  recently  formalized  its  grant  procedures 
to  provide  that  for  projects  dealing  with  human  subjects,  the  investigator's 
plans  must  be  reviewed  by  a  committee  of  institutional  associates  before 
the  research  is  begun.  These  procedures  assure  an  independent  determi- 
nation of  the  rights  and  welfare  of  the  subjects  involved,  the  appropriateness 
of  the  methods  used  to  secure  informed  consent,  and  the  risks  and  potential 
benefits  of  the  investigation.  This  set  of  procedures  appears  appropriate 
for  review  of  research  sponsored  by  that  agency.  It  is  particularly  appro- 
priate in  that  it  decentralizes  the  responsibility  for  review  and  monitoring, 
and  places  responsibility  with  the  sponsoring  institution  in  a  way  that  should 
have  beneficial  long-term  effects. 

The  Public  Health  Service  also  requires  that  for  research  on  subjects 
below  college  age,  the  grant  application  must  describe  the  manner  in  which 
the  rights  and  responsibilities  of  the  parent  or  guardian  are  respected — that 
is,  how  the  consent  of  the  parent  or  guardian  is  obtained  or  why  this  consent 
is  deemed  unnecessary  or  undesirable.  This  is  a  laudable  provision,  but 
needs  to  be  interpreted  so  that  community  surrogates  other  than  parents 
may  give  consent.  This  regulation  properly  places  the  burden  of  proof 
on  the  individual  investigator  and  his  institution  when  consent  is  deemed 
unnecessary  or  undesirable. 

The  Office  of  Education  has  established  an  ad  hoc  committee  of  its  own 
staff  members  to  review  questionnaires  involved  in  behavioral  research 
projects.    The  committee  was  charged  to  review  all  questionnaires  "to 
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prevent  injuring  public  sensitivities  in  such  matters  as  the  challenging  of 
established  morals,  the  invasion  of  privacy,  the  extraction  of  self -demeaning 
or  self-incriminating  disclosure,  and  the  unnecessary  or  offensive  intrusion 
of  inquiries  regarding  religion,  sex,  politics,  etc."  While  the  ostensible  ob- 
jectives of  this  set  of  procedures  are  defensible,  there  is  serious  question 
about  their  effectiveness.  The  arbitrary  censoring  of  items  because  they 
are  socially  sensitive  operates  only  to  protect  the  agency  from  embarrass- 
ment. Without  careful  consideration  of  the  effect  on  the  value  and  validity 
of  the  research,  such  review  may  fail  to  protect  the  subject,  invalidate  the 
research,  and  seriously  inhibit  research  relating  to  important  social  problems. 

More  is  at  stake  here  than  the  effectiveness  of  educational  research. 
Censorship  merely  to  avoid  offense  to  public  sensitivities  is  totally  inimical 
to  a  free  society.  Indeed  the  history  of  human  progress  is  one  of  challenging 
established  points  of  view.  More  often  than  not,  such  views  survive  the 
challenge  and  become  better  understood.  But  when  the  widely  held  view 
cannot  withstand  the  challenge,  whether  or  not  the  challenge  touches  public 
sensitivities,  society  learns  and  thus  advances. 

In  addition  to  review  by  the  supporting  agencies,  all  questionnaires  used 
by  or  in  connection  with  projects  supported  by  the  Federal  Government 
are  subject  to  approval  under  the  Federal  Reports  Act  when  there  are  10 
or  more  respondents  involved.  Administration  of  this  act  is  lodged  in  the 
Bureau  of  the  Budget.  However,  the  Bureau  of  the  Budget  should  not  have 
to  examine  each  project  in  detail  for  protection  of  privacy  since  this  respon- 
sibility should  rest  with  the  individual  Government  agency  sponsoring  the 
studies  and  any  participating  institution. 

A  significant  proportion  of  Government  support  of  research  employs  the 
contract  mechanism  in  which  an  agency  invites  a  research  proposal.  In 
such  cases,  one  or  more  would-be  contractors  propose  to  undertake  research 
to  meet  the  specifications  and  objectives  defined  by  the  agency.  Most  re- 
quests for  proposals  do  not  require  that  the  bidder  for  the  contract  specify 
how  he  proposes  to  protect  the  subjects.  This  omission  should  be  corrected. 
The  agency  which  solicits  the  proposal  has  an  obligation  also  to  specify  the 
degree  of  protection  of  subjects  which  must  be  provided. 

6.4    Responsibilities  of  Scientific  Societies  and  Associations 

The  scientific  associations  in  the  behavioral  sciences  are  custodians  of  and 
spokesmen  for  the  values  of  their  scientific  disciplines.  The  current  mores 
of  these  groups  are  reflected  both  in  the  setting  of  ethical  standards  and  in 
their  requirements  for  the  admission  of  new  members  and  for  retention  of 
membership. 

It  is  obvious  that  the  Federal  Government  cannot  and  should  not  prescribe 
a  set  of  moral  principles.  Likewise,  we  cannot  expect  each  man  to  develop 
de  novo  his  own  set  of  ethical  principles  without  the  guidance  of  those  who 
have  already  experienced  the  ethical  conflicts  that  are  involved  in  behavioral 
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research.  It  is  thus  logical  to  expect  that  these  professional  associations, 
established  to  provide  for  the  welfare  of  the  behavioral  sciences,  will  accept 
responsibility  for  establishing  ethical  principles  and  guidelines  for  conduct  of 
research  as  one  of  their  major  purposes.  These  associations  can  make 
explicit  certain  rules  of  conduct  and  can  provide  the  stimulus  which  will 
make  information  about  such  rules  an  integral  part  of  the  education  of  new 
research  workers. 

In  addition,  we  expect  these  societies  to  provide  a  bridge  between  the  dis- 
cipline and  the  general  public.  This  requires  that  professional  societies 
play  an  active  role  in  informing  and  educating  the  community  at  large  and 
making  their  professional  knowledge  available  to  it. 

No  mechanism  within  the  behavioral  sciences  is  as  well  equipped  to 
carry  out  these  essential  functions  as  that  which  can  be  offered  by  the  pro- 
fessional societies  themselves. 

It  is  apparent  that  much  of  the  criticism  and  anxiety  expressed  about 
behavioral  research  springs  from  failure  to  appreciate  the  nature  of  these 
sciences.  If  the  public  is  to  feel  secure  about  behavioral  research  and  to 
feel  free  to  participate  in  it,  then  it  must  gain  a  greater  understanding  of 
its  objectives,  methods,  and  values. 

6.5    The  Role  of  Scientific  Journals 

Closely  associated  with  the  role  of  the  professional  societies  is  the  role  of 
the  editors  of  scientific  journals.  In  the  process  of  preparing  this  report, 
a  number  of  recently  published  articles  describing  experimental  studies  and 
surveys  were  examined.  It  was  found,  in  a  few  instances,  that  the  pro- 
cedures reported  placed  an  undue  burden  on  the  respondent.  In  some, 
unnecessary  physical  or  psychic  pain  appears  to  have  been  produced.  In 
others,  the  amount  of  questioning  involved  appears  to  have  been  far  in 
excess  of  that  required  to  achieve  the  outcome  of  the  investigation.  In 
several,  broad-scale  personality  inventories  with  inappropriate  questions 
were  used  when  more  specific  devices  would  have  been  better.  In  some 
reports,  the  procedures  used  were  not  described  sufficiently  to  permit  judg- 
ment on  these  points. 

We  believe  that  editors  of  scientific  journals  should  require  that  manu- 
scripts discuss  the  question  of  the  propriety  of  the  methods  employed.  Each 
investigator  should  be  required  to  describe  the  burden  on  the  respondent 
and  the  distress  produced  in  him.  Where  deception  is  employed,  the  re- 
port should  include  an  explanation  of  the  experiment  given  to  the  subject 
afterwards.  Where  the  respondent,  because  of  the  methods  employed,  has 
come  to  see  within  himself  undesirable  characteristics,  the  report  'of  the 
researcher  should  include  evidence  that  this  trauma  was  handled  satisfac- 
torily. At  present,  some  editors  discourage  reviews  of  the  propriety  of 
methods  employed  on  the  ground  that  they  are  not  relevant  to  the  results 
of  research.  Editors  can  do  a  great  deal  to  establish  high  standards  for  the 
protection  of  subjects  in  behavioral  research. 
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